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Module 10: Collection of Electronically Stored Information 
Learning Outcomes 

Upon completion of Module 10, students will be able to: 

• Assess how to collect data generated by email systems, including the databases, 
attachments and the metadata related to it. 

• Identify the challenges with collecting hidden data or data where access is restricted and 
some of the methods for obtaining this data. 

• Evaluate the issues with collecting encrypted data. 
• Support whether access to deleted or corrupted data is possible and even desirable. 
• Interpret the issues with trying to collect data from proprietary systems and obsolete 

media. 
• Compare and contrast the meaning of the terms privileged, sensitive and not reasonably 

accessible and recommend what the producing party’s lawyer should do to protect this 
information. 

• Prove the ownership, integrity and authenticity of data that has been collected as part of 
an e-discovery process. 

• Defend the importance of time and date information as an essential facet of electronic 
evidence. 

• Examine some of the primary activities in acquiring data in a forensically sound manner. 
• Summarize the important points in Module 10 and the reading assignment. 

 
Please read Chapter 5 in Electronically Stored Information: The Complete Guide to Management, 
Understanding, Acquisition, Storage, Search, and Retrieval, 2nd ed. 

Please also read the following items, which are included as part of Module 10 in Canvas. 

• Google Records Your Voice Texting – and Much More – from The Indiana Lawyer 
• Emojis Head to a Courthouse Near You – from ABA Journal 
• Face Time: Facial Recognition Technology Helps Nab Criminals – and Raises Privacy 

Concerns – from ABA Journal 
• City Attorney Who Falsified Email Suspended for 180 Days – from The Indiana Lawyer. 

Note that email continues to be a rich repository for potentially relevant evidence and that 
tampering with it can easily be detected and will have dire consequences, particularly 
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when someone should have known better than to try. According to case law, in Indiana, if 
a lawyer is suspended or disbarred, he/she is not allowed to work in a law firm in any 
capacity. 

• Mobile Device Collection – More than Just a Phone – PowerPoint slides from a webinar 
from the International Legal Technology Association (ILTA) 

 Please read the following mini-lecture. 

With Module 10, we begin to examine the individual steps in an electronic discovery 
process. It is helpful to visualize this process using the EDRM, which we were introduced to 
earlier in the semester. Recall that Module 9 was devoted to information governance/litigation 
readiness, which should help us prepare for the collection step in an e-discovery process. Note 
as well that by this step in the e-discovery process, the volume of electronic evidence that we 
might have to handle has been reduced, but the relevance of that evidence has increased. 

Our reading assignment, Chapter 5 in Electronically Stored Information: The Complete 
Guide to Management, Understanding, Acquisition, Storage, Search, and Retrieval, 2nd ed., 
covers the procedures for recovering and acquiring electronic evidence as well as the difficulty in 
locating some of this evidence. The author discusses how to handle situations where a party 
claims that data is privileged, sensitive or not reasonably accessible. One important facet of the chapter 
will be procedures for gathering electronic data in a forensically sound manner to assure the court that no 
alterations were made to the data and that the integrity of the data has been maintained in its pristine and 
original state. 

The first section of Chapter 5 asks the question: where is our data hiding? Recall that 
Chapter 3 provided detailed information on various types of electronic data and how it is created 
and stored. It is important to note that computers and other digital devices can and do lose data 
sometimes or store it in ways that are inaccessible to normal users. In many cases, data can be 
stored in ways that can only be accessed, manipulated or recovered using a specific front-end 
application or interface. 

The author devotes several pages of Chapter 5 to how applications function as a vital 
interface, with email as his first example. This is especially appropriate, since he notes on page 
178 that email is the most popular electronic evidence in most court cases. Recall that nearly all 
email applications that reside on a computer have some kind of database behind them that is 
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responsible for storing and organizing everything that is received or input, along with its 
corresponding metadata and any attachments such as images and documents. Any actions taken 
with the email message, such as opening it, moving it to a folder or saving its attachments, means 
new attributes will be added to the data in the back-end database. Other activities you might use 
an email system for, such as contacts information, calendar items and task lists, will be stored in 
the database. As the author observes on page 180, in many cases, these databases are based on 
proprietary programming.  This means that the organization that created the email application 
and its back-end database chose to use a database programming language that can only be read 
by that application – and thus the only way to locate the database and access the information 
stored in it is to use the email application from which it was created. This becomes problematic 
because an application can fail, go out of date or be accidentally deleted. 

To illustrate this problem, the author shares his own story about why his parents could no 
longer access anything on their computer, even though everything still existed on the hard drive. 
Fortunately, there are several solutions if the front-end application for an email system goes 
awry, which the author describes on pages 182-183, including the availability of PST files in 
Microsoft Outlook. As he notes on page 182, there are other programs that allow a user to access 
and open a PST file to search for email, calendar, contacts or task items. Other applications 
might have a SQL, Oracle or other database system backing them up, especially if this is an 
Internet-based application. The author assures us that if this is the case, there are many tools and 
applications available that will allow you to open and query those databases for relevant 
evidence.  Since we may not have the expertise and experience to use these tools most 
efficiently, the author advises us that we probably will want to consult a digital forensics expert 
(and probably not the kid across the street).  

The next section of Chapter 5 is especially interesting, since it deals with data that is 
hidden or where access to it is restricted. As the author observes on page 183, “[a]nother place 
that important information can be stored is in log files or data files that your computer’s 
operating system might hide from view.” These types of files and folders are called “hidden” or 
“system” files and most operating systems have special storage space that is inaccessible to users 
unless they have the correct privileges on the device. For example, there are several different 
types of files on Windows devices which are hidden from normal view, including files that 
contain data for the registry. As the author describes on page 183, the registry is a very complex 
and technical database of connections (hardware, software, applications, etc.) that is the heart 
and soul of how your computer and its applications interact with the Windows operating system. 
A long list of data that can be found in the registry is provided on page 184. Other hidden files 
may contain information about your Internet browsing, including history, cookies and files you 
access on the Internet or on a network. These will not be files that you can simply find and open 
on your own and yet they can contain potentially relevant electronic evidence. The Recent folder 
in the Windows operating system contains data on all of the files you accessed in a given period 
of time. Other hidden files and folders have information on all of the applications you installed 
and any error messages or logs that were created by those applications, while others store data on 
security alerts or systems issues. 

The $MFT (master file table) in Windows computers is a flat database created the first 
time your computer starts and keeps track of every single file created on your computer as well 
as modifications, last access times, deletions, archiving or anything else that the operating system 
needs to track about those files. Note that as a computer forensics expert, the author uses the 
$MFT file on a regular basis to understand when a computer was infected with malware and the 
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type of malware. Another type of hidden file that can be of great value in understanding a 
computer user’s actions is the Restore file, available on some Windows operating systems. If 
someone was purposely trying to hide his or her actions by deleting applications, Internet 
browsing activities or the documents that he/she created, the Restore file gives the digital 
forensics expert a way to go back into the past to see how things looked before. Log files track 
how applications are being used and any problems with them, usually accessible by knowing the 
advanced options in the application that allow you to view and manage those files. Other 
operating systems, such as Linux and Mac, have system files that are not generally available to a 
regular user. If you want to see some of these files – or at least their folders and file names – you 
can select “show hidden and system files” in your folder settings on a Windows computer. 
However, note that they are encoded in such a way as to only be accessible and readable either 
by an application interface or by the system. As the author advocates on page 188, in 
understanding where data live, we should not neglect this rich source of information. In many 
cases, it will contain some of the most important facts and clues to understand what really 
happened on a computer, when it happened and who might be responsible. 

Encrypted data presents another challenge in an e-discovery process, which can make 
data difficult or even impossible to access (see Figure 5.3). As the author notes on page 188, 
there are many ways to encrypt data on a computer, from the simple act of assigning a password 
to a file to the complex process of managing digital certificates that automatically encrypt data in 
emails, specific folders or entire hard drives. Windows systems may include BitLocker as a tool. 
As the author observes on page 189, if we need to access data from a device, drive, folder, email 
or file that is encrypted, the most likely solution is to find out what the authentication mechanism 
is and learn the passphrase or password. It is best to go through the proper channels to obtain the 
authentication information. However, there are some readily available tools that allow you to 
crack or bypass the passwords to files that have been protected through relatively simple 
encryption. More sophisticated tools may allow an expert to break through more complex 
encryption schemes, but this is not always possible, which can pose a challenge if we believe that 
the encrypted information is something that is relevant to a case. 

Deleted or corrupted data is covered in the next section of Chapter 5 of Electronically 
Stored Information: The Complete Guide to Management, Understanding, Acquisition, Storage, 
Search, and Retrieval, 2nd ed. Data can be deleted or corrupted for a number of reasons, but the 
good news is that often a large portion of the data is still intact and available if someone has the 
skills and tools to find it. The author describes how he is able to accomplish this on page 191. 
In computer forensics terms, this is called data carving, wherein the tool looks through the lines 
of data stored on the medium we are searching through and carves out the pieces that make up 
different file types using a variety of information gleaned from the metadata. As the author 
observes on page 191, in addition to whether to request deleted, corrupt or lost data as part of an 
e-discovery process, we want to remember what data might still be there and to do our best to 
preserve it by not continuing to use a device, which would risk the remaining data to be 
overwritten or further corrupted. 

The author provides some real-life examples of the difficulties when data is stored in a 
format or on hardware that is no longer available (which to me also argues for a document 
retention and destruction policy that either moves this data to a current storage method before the 
format or hardware becomes obsolete or is destroyed in a timely manner when no longer 
necessary to keep it). The author provides a list of different types of media on pages 192-193. He 
goes on to illuminate the challenges with floppy disks and certain kinds of drives. An online 



Electronic Discovery – Fall 2019 

5 

 

 

search may reveal a vendor who will have the proper hardware or who can provide access to the 
data. If not, then a reputable and experienced digital forensics expert may be able to assist you. 
Another way that data can be made inaccessible is if it was created in a proprietary format, such 
as WordPerfect and Lotus 123. The author describes what the options would be for a 15- year-
old document created using an older version of WordPerfect, stored on 5¼-inch floppy disks. A 
digital forensics expert might be able to gather enough of the raw text in a text-based document, 
even without the correct software, but photographs, graphics or formulas may be impossible to 
access. As the author observes on page 196, data stored on obsolete or rare media or stored by an 
application that uses proprietary code may be considered unreasonably accessible. We need to 
consider the resources and time that we would need to expend if we attempt to acquire, restore or 
produce this type of data. 

Pages 196-203 are devoted to how to manage privileged, sensitive and inaccessible data. 
As indicated on page 196, if we want to assert that evidence should not be provided for a case 
because of privilege, we need to demonstrate this. The author provides the legal definition of 
privileged information on pages 196-197. Note that this may also be known as attorney-client 
privilege. Recall that under the 2015 amendments to the Federal Rules of Civil Procedure, 
objections must be made with “specificity” – in other words, no “boilerplate” objections. There 
are protections in place for communications between spouses as well as between physician- 
patient and minister-parishioner. As the author explains on page 197, in order to assert privilege, 
the lawyer must document all of these types of communications in a privilege log and note in all 
correspondence that the information contained therein is privileged. (On the other hand, marking 
95% of documents as “highly confidential” will not protect them.)  Note as well that privilege 
can be waived if data are inadvertently produced through carelessness in an e-discovery process 
as well as if a party has communicated with the lawyer using an employer-provided email 
system. 

There is another privilege known as attorney work-product, wherein information that 
might indicate a lawyer’s strategy for a case can be protected (the rationale being that we want 
the lawyers for all parties in a case to prepare their own robust strategies), defined on page 214. 
Note that the attorney work-product doctrine extends to others who are working on the case on 
behalf of the lawyer, including digital forensics experts. This doctrine only extends to those who 
are working as an agent of the lawyer. Precautions must be taken to protect the information and 
to keep it from being inadvertently produced to the opposing party. 

As the author indicates on page 200, “[w]hether information is considered confidential, 
sensitive, or public only matters if someone is maintaining some type of classification of that 
data.” In addition to information that can be protected as privileged, personally identifiable 
health and financial information might be considered confidential and private in the U.S. and 
certainly in Europe. The author advocates that we find out what the privacy laws are in our 
jurisdiction (and states are allowed to have stricter privacy laws than what federal law says) and 
manage our confidential information to avoid having it exposed. Certainly, we have this 
obligation as owners, managers or even employees of companies, non-profit organizations, 
government agencies, etc. The author asserts that everyone should have practices in place to 
ensure that health, financial and personal information is held in a safe and secure method and 
that we are using good security practices, including strong passwords and authentication 
procedures, encryption, good monitoring and incident response and security-minded 
development of new applications. Other sensitive information could relate to our nation’s 
critical infrastructure.  
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As stated on pages 201-202, “[i]f such information was requested or required for a court 
case or an audit or other reasons, it would be the responsibility of the producing party to justify 
its refusal to produce that information by proving the data’s classification is based on real and 
justifiable concerns.” However, the court might rule that the data have to be produced or perhaps 
a subset of it as a sample that would show whether there was indeed relevant electronic evidence 
in the materials overall (recall the Zubulake case). The author reminds us that another issue with 
our request might be a debate over whether the data was not reasonably accessible, with the court 
able to shift some of the costs of obtaining this data. Of course, a party will not be able to avoid 
producing data that is rendered not reasonably accessible because of the party’s poor records 
management practices (yet another reason for all entities to have an information 
governance/litigation readiness plan that includes a retention and destruction policy). The court 
may require an accessibility log that documents why certain data is being claimed as inaccessible 
and can also order cost shifting to reconstitute inaccessible data. 

The author devotes a significant number of pages in Chapter 5 to how we prove 
ownership and integrity of electronic evidence. Questions may be raised because of what is 
known as plausible deniability. As the author asserts on page 203, “[c]reating and managing 
data in a way that maintains its integrity, documents its access, and monitors any changes allows 
a party to ensure nonrepudiation.” On the other hand, it can be relatively easy, either 
intentionally or by mistake, to corrupt the integrity of a document. Thus, the author discusses the 
steps that can be taken to ensure the integrity of data, reducing the opportunity for someone to 
claim plausible deniability and maximizing nonrepudiation.  The metadata that is generated 
when a digital record is created is very important to integrity and ownership as is data that might 
be collected by an operating system or stored in some type of log or MFT. The author provides 
an example of how this works in the real world – a plaintiff alleges that a defendant has taken 
patent information. Note that the defendant company used an invention assignment agreement, 
but that management agreed to exempt the plaintiff’s invention from this agreement. As the 
author observes on pages 205-206, the revolution caused by electronic evidence can actually 
level the playing field in litigation, with both sides having an equally good chance of prevailing 
if they can prove or disprove the integrity of the evidence (in this example, email and electronic 
documents). The author relates how careful analysis by the digital forensics team revealed some 
anomalies from the manager’s normal daily computer use.  As the story continues, a deposition 
of the defendant’s IT manager illuminated some crucial information – management had asked 
him to set the computer time clock back on the manager’s computer, thereby falsifying the dates 
on which the emails about the invention assignment agreement were actually sent. 

As indicated on page 207, the question of “who” created or accessed a file may be more 
difficult to prove, especially when more than one person uses a computer or other electronic 
device. The author notes that the assertion that a virus was responsible can be easily refuted 
because the computer or device would show actual evidence of a virus. The metadata can also 
indicate ownership, although this is difficult to prove unless an actual camera showed the person 
sitting there (which the university has implemented for online exams ). Other methods to 
prove ownership and access include timelines, with an example on page 208, as well as 
establishing that a piece of electronic evidence was not tampered with. Processes, tools and 
protocols have to be followed carefully to ensure that the evidence for trial was not changed in 
any way. One of these tools is known as hashing, described on pages 209-210 (see Figure 5.5). 
As the author indicates, hash values have a number of uses in an e-discovery process. The 
author discusses a common practice, which is to copy a set of emails from a computer into a 
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Word document (although there are reasons why this will probably not be acceptable to the 
court, nor will it comply with the opposing party’s request for files in native format with the 
metadata intact). 

The author concludes this section of Chapter 5 by stating that “[e]stablishing and 
maintaining the ownership and integrity of electronic evidence can be paramount in any type of 
case.” The entity should create policies and procedures in order to ensure that it has the means to 
prove the integrity of its documents, including careful records management and documentation, 
log management and good practices around the handling of potentially relevant electronic 
evidence such as litigation holds. 

As indicated on page 211, the time and date information included in or about an 
important piece of electronic data can often be at the heart of establishing what happened, when 
and to whom (see Figure 5.6). As the author describes on pages 212-213, tracking time is done 
in different ways by different operating systems. As he notes on page 213, the reason to 
understand time standards and time zones is because most computers will record creation, access 
and modification times that occur on them in UTC (Universal Coordinated Time). You may 
need to translate between UTC and the time zone in which the activity took place, including the 
location and date.  He provides an example of a case where we are asked to identify exactly 
when a document was created and last saved. (Note that Indiana does observe daylight savings 
time – and be sure to “fall back” for Sunday, November 5!) As he asserts on page 214, it is 
imperative that some type of auditing or other means of verification of the accuracy and 
integrity of the time be established and this can be done by gathering corroborating evidence 
such as other devices or documentation. (Recall the example of the patent case on pages 204-
207, wherein the computer’s clock was adjusted to make it look like email had been sent on a 
different date). 

The final section in Chapter 5 of Electronically Stored Information: The Complete Guide 
to Management, Understanding, Acquisition, Storage, Search, and Retrieval, 2nd ed. concerns 
legal and forensically sound acquisition of electronic evidence. As the author asserts on page 
215, “[n]o matter what the reason for gathering that data, doing so in a forensically sound 
manner is a good practice as it will ensure that the data you produce can be proven to be the 
same data as you started with and have not been manipulated or changed in any way from the 
original.” The first priority is to maintain the information in its original state – and be able to 
prove it. Good records management policies, but most importantly, good practices that you can 
document that your organization actually follows, are going to be key. The author provides an 
excellent discussion of records management, which complements what we learned in Module 9 
about information governance/litigation readiness. 

• A records management policy should include classification of data. This will encompass 
understanding the types of data that you produce and the legal and archival ramifications 
for each type of data. For example, there may be laws, regulations, best practices and 
industry norms that apply to certain types of information, such as contracts, employee 
matters, taxes, etc. 

• Create written policies that are available to all employees that explain any laws or 
regulatory obligations for maintaining, storing or preserving each type of data. It is 
advisable to have employees sign a copy of all policies. 

• Regularly audit employees to be sure that records retention and destruction policies are 
being followed according to the procedures put in place. (You might be surprised to 



Electronic Discovery – Fall 2019 

8 

 

 

learn that many employees will circumvent these policies, perhaps by saving documents, 
files and emails on their own systems, in PST files or emailing things to themselves via a 
personal email account.) 

• Note any other data, such as email, intellectual property or log information from the 
network or a specific application, which should be managed carefully. (Note that the 
author also advises individuals to do this as well – that we all should make good choices 
about how our data are preserved, organized and maintained so it will be available when 
needed.) 

• If records management policies and practices need to be developed, gather a group of 
stakeholders such as top-level management, auditors, legal counsel, IT managers and 
staff as well as third-party vendors. 

• Provide regular and ongoing training about document retention and destruction polices 
for everyone in the organization who will have access to particular types of data and 
records. 

The author notes on page 217 that “[g]ood records management practices are the most important 
foundation for ensuring the integrity and availability of records.” 

The next step is to acquire the data in a forensically sound manner. The author describes 
the use of a hash value for the information that will be preserved as well as the creation of an 
image or snapshot of a set of data. Some operating systems will provide a verified copy, which 
is usually done from the command line. The author highlights the features in Windows, Linux 
and UNIX that make this possible. To preserve larger volumes of data, such as entire hard 
drives, the digital forensics expert will use forensic imaging tools that include a write blocker. A 
byte-by-byte copy of the hard drive is often called a mirror image, although the author is not 
entirely satisfied with this term. Because these may be very large files, the forensics imaging 
application may divide them to be stored on DVDs or CDs or may compress the empty sections 
of a hard drive. If you prefer using command lines to create your image, the dd command is 
available in both Windows and UNIX operating systems. As the author indicates on page 220, 
“[n]o matter what method you choose to create and preserve the forensically sound copies of 
data, the important thing to understand is the necessity to ensure the integrity of the data so that 
you can prove the data are the same thing after being copied as they were before.” One possible 
tool, free from AccessData, is called FTK Imager. http://accessdata.com/solutions/digital- 
forensics/forensic-toolkit-ftk 

In summary, the most important points to consider in collecting electronically stored 
information are: 

• ESI can be difficult to acquire because of corruption, loss, deletion, encryption or loss of 
the application or device that created it in the first place. 

• The most important thing that you and your organization can do is to ensure that your ESI 
is accessible is to have good records retention policies and good practices that follow 
these policies. 

• Maintaining and documenting the integrity of data will be paramount to make sure that 
the data is legally admissible as evidence or usable for audits or other recordkeeping 
functions. 

 

Please also listen to/view a webinar Mobile Device Collection – More than Just a Phone from 
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the International Legal Technology Association (ILTA) on collection from mobile devices – I 
have uploaded the PowerPoint slides as part of Module 10 in Canvas – 
http://connect.iltanet.org/viewdocument/02-26-15-webinar- 
rec?_ga=1.158384826.1469280009.1476121881&ssopc=1 

 

Next Steps 

With Module 11, we will consider the preservation step in an electronic discovery process. 
 
 
Please let me know if you have questions about Module 10 or the reading assignment. 
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City attorney who falsified email suspended for 
180 days
IL Staff
October 16, 2017

An Indianapolis city attorney who gave inaccurate information to a news reporter then tried to destroy 
evidence of his misconduct has been suspended from the practice of law in Indiana for 180 days.

In an order posted Thursday in In the Matter of: Mark J. Pizur, 49S00-1612-DI-631, the Indiana 
Supreme Court unanimously decided to suspend Mark Pizur for deceitful conduct dating back to 
November 2015, when he was working for the Indianapolis Office of Corporation Counsel. That 
month, Indianapolis Animal Care and Control removed dogs from a kennel owned by Paul Upton. 
One month later, 14 puppies were born from those dogs, and at least five of the puppies died.

When a news reporter sought information from the ACC, Pizur sent an email to the reporter saying 
Upton had not notified ACC or the city that any of the dogs were pregnant. Pizur was quoted in the 
reporter’s story, but at a subsequent hearing, Upton told the court that statement was inaccurate.

Pizur then falsely told the court that he had been misquoted, so Upton submitted a public records 
request seeking emails between Pizur and the reporter. Before he provided the requested emails, Pizur 
deleted the statement that was quoted in the article. However, the news outlet eventually sent Upton a 
certified copy of the original email, thus showing that Pizur had altered the requested documents.

Pizur eventually acknowledged that he had altered the email and agreed in a Conditional Agreement 
for Discipline that he had violated multiple Indiana Professional Conduct Rules, including 3.3(a)(1), 
4.1(a), 8.4(c) and 8.4(d). He and the Indiana Supreme Court Disciplinary Commission agreed to a 
180-day suspension with automatic reinstatement, which the Indiana Supreme Court approved last 
week.

Pizur’s suspension will begin Nov. 22, and he will be reinstated at the end of a 180-day period, 
provided no other suspensions are in effect. The costs of the proceedings are assessed against him.

Also on Thursday, the justices unanimously suspended an Evansville attorney for pretending to be a 
deputy prosecutor to get out of a traffic citation. In an order in In the Matter of: Brian J. Oberst, 
82S00-1709-DI-605, Oberst was suspended for 60 days after he was convicted of Class A 
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misdemeanor impersonation a public servant. The conviction came after Oberst was pulled over for a 
traffic infraction twice and displayed a badge to the officer who stopped him both times. During the 
second incident, Oberst also orally indicated he was a Vanderburgh County deputy prosecutor.

Oberst was released without a traffic citation for either stop, though he was neither a deputy 
prosecutor nor a law enforcement officer at the time of either stop. He was eventually charged and 
convicted in two separate cases with Class A misdemeanor impersonation of a public servant, but 
pursuant to a plea agreement, the first of the two cases was dismissed with no conviction upon 
successful completion of probation. The Indiana Court of Appeals upheld his conviction in an Oct. 10 
opinion.

Both Oberst and the commission agreed he violated Indiana Professional Conduct Rules 8.4(b) and 
(c), which prohibit committing a criminal act that reflects adversely on a lawyer’s honesty and 
engaging in dishonest or deceitful conduct. The parties agreed to a 60-day suspension with automatic 
reinstatement, and the justices approved that agreement.

Like Pizur, Oberst’s suspension will begin Nov. 22, and the costs of the proceeding were assessed 
against him.

Finally, the high court converted Sven Marshall’s suspension for noncooperation to an indefinite 
suspension in a disciplinary order issued Thursday in In the Matter of: Sven E. Marshall, 71S00-
1703-DI-143. The South Bend attorney was first suspended in May for failing to cooperate with the 
commission concerning a grievance against him.

The commission has now moved to convert that suspension into an indefinite suspension, and 
Marshall has not responded to that motion. Finding that more than 90 days have passed since 
Marshall’s suspension, the court agreed and converted his suspension to an indefinite one, effectively 
immediately. If Marshall wants to be readmitted, he must “cure the causes of all suspensions in 
effect” and successfully petition the court for reinstatement pursuant to Admission and Discipline 
Rule 23(18)(b).
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Bour: Google records your voice texting — and 
much more
Stephen Bour
October 18, 2017

Communicating with others via texting has become one of the most regularly 
used features on my smartphone. However, I don’t particularly enjoy 
fidgeting with the tightly spaced keys on the touchscreen. Manipulating them 
can be difficult — and a dangerous thing for those who do so while driving 
— so I prefer to do most of my texting using the voice-to-text feature. A 
simple tap on the microphone icon turns on the voice recognition and allows 
me to simply dictate my text messages. Now, admittedly (and surprisingly), I 
am disappointed by how often “smart” phone mistranslations still occur, but I 
can accept the inaccuracies for the convenience.

Recently, an unsettling notification started popping up on my screen each time I tapped the 
microphone icon. It said, “Saving audio to ________@gmail.com.” What? It’s saving my voice to my 
Google account? It referenced the Gmail ID I created when I initialized the service years ago. Why 
would it do that? The notification flashes up there quickly, then disappears. It did not used to do that. I 
called Tech Support at Verizon to get some clarity, but they were as surprised as I was. It was unclear 
whether this feature was something added by Verizon, by Samsung or by Google. My investigation 
revealed that my smartphone is gathering and retaining even more data than I previously suspected or 
realized. The truth turned out to be that this notification was added by the data-gathering leviathan, 
Google.

While it’s not widely publicized, it’s no secret Google has been recording the audio from your “OK 
Google” searches for years. This is their Siri-like feature, similar to the iPhone app. Later, I will tell 
you how to log in and listen to every silly question you have asked the service. However, I was 
unaware that every feature that uses the voice recognition technology on your phone is subject to 
recording by Google. This includes asking for map directions and using voice-to-text. Apple iPhone 
users are subject to similar storage of recordings with Siri, but users are unable to access that audio.

My impression is that Google has probably always been recording my voice text messages. They only 
recently added the notification about doing so because they probably got caught, so they included the 
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notification to cover themselves. I had always assumed that the voice recognition feature for texting 
was a separate function that was part of the Verizon messaging app.

For lawyers and investigators, these saved audio text files could prove to be a valuable new source of 
information. Just as a video deposition can convey more meaning than the written word in a 
transcript, the actual tone of voice could provide much more meaning to an ambiguous string of text 
messages, plus background noises could also provide useful clues.

To listen to and delete your audio history, sign on to your Google account and within the Activity 
Controls section visit the Voice & Audio Activity page. Within all the Activity pages, you may be 
shocked to see how much data Google is gathering, including extensive location data, history of all 
Google searches as well as all YouTube videos viewed. But staying focused on audio, you will be 
able to review and play audio from every voice text message and every “OK Google” query for as far 
back in time as you care to scroll. You can choose to delete individual audio clips, or you can choose 
to delete by date range or other filters. You can also choose to delete it all. If you want to turn off 
future recording, there is a button for that back on the Voice & Audio Activity page. But be vigilant. 
It is likely that Google will automatically turn the feature back on the next time you receive a Google 
update.

Unfortunately, even if you turn it off, you are still not off the hook. Google advises that while your 
voice inputs will no longer be saved to your Google account, they still may be saved to Google using 
anonymous identifiers. Big Brother — I mean Google — is still listening!

If you choose to leave the Voice & Audio Activity features on, be aware of these two disquieting 
features. Google advises that audio can be saved even when your device is offline. I think that means 
that it is still listening even in Airplane Mode. Another note reports that Google also records “a few 
seconds before” you say the command “OK Google”. That means it has to be listening, and thus could 
presumably be recording all the time.

I had one experience recently that made me suspicious about this. Pop-up ads are typically expected 
after you do a Google search for a particular service or product. But I began to get some very unusual 
pop-up ads for a very unique thing which I had never searched for by voice or by typing. The only 
time I had ever mentioned this item was during a dinner conversation with friends several days prior. I 
cannot exclude the possibility that Google might have been eavesdropping on that conversation.•

__________

• Stephen Bour (bourtech@iquest.net) is an engineer and legal technology consultant in Indianapolis. 
His company, the Alliance for Litigation Support Inc., includes Bour Technical Services and Alliance 
Court Reporting. The opinions expressed in this column are those of the author. 
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Mobile Device 
Collection 
More Than Just a Phone



More than just a phone…

Cell phone

Address book

Planner & Organizer

Messenger

Photo & Video camera

GPS navigator

Web client

Platform for 3rd party apps



Tech is where the evidence is at…

• Widespread Adoption of legal forensics has increased –quickly 
moved from primarily federal use to local level law enforcement and 
now business in the enterprise, prisons and schools.     

• 92% of AAML divorce attorneys cited an increase in cases using 
evidence taken from smart phones during the past three years.

• In the same survey, 94% noted an increase in text message 
evidence.

• 81% of AAML members say they have seen increased use of 
evidence from social networking websites during the past five 
years (with Facebook being cited as the primary culprit).











Mobile Forensics 101

• Mobile Device Data Acquisition Today is Used Widely Around 
the World.
• 80% of All Criminal Investigations in Europe Involve Mobile Device 

Acquisition.
• 90% of All Criminal Investigations in UK.
• 70% in US (estimate and growing).

• Quickly Becoming The Necessary Part of Every Investigation.



Mobile Forensics 101

• Types of data available for forensic exam can be different 
based on the type of device, but typically: 
• Call logs
• Texts (MMS, SMS)
• Contacts
• Calendar items
• Photos
• Music
• Videos
• “Snapchat” data



Mobile Forensics 101

• And more…
• Facebook Contacts, Skype, YouTube data 
• MySpace Usernames and Passwords
• Locations from GPS, Cell Tower and Wi-Fi networks
• Memos
• Notes
• Email 
• Geolocation data (phone, pictures)
• Map histories
• Wireless access history
• Deleted information



The Mobile Forensic Process

• Seizure.
• If device is found off, leave off, 

place in Faraday Bag. 
• If device is found on, leave on, 

place in Faraday Bag, and if possible, 
place in Airplane Mode.

• Document everything.
• Maintain a clear Chain of Custody.



Post-Seizure Process



Mobile Forensics 101

• Data Collection Tools
• Constantly evolving.

• May lag behind device introduction
• Contribute to cost consideration.
• Importance of validation.



Example: UFED Touch Ultimate

• Favorite of LE, can 
download entire 
contents of a phone 
in ~2 minutes. 



“I need __________ to prove ____________.”

• Need to have the end goal (somewhat) defined.
• May affect acquisition strategy

• And cost
• Will affect the overall discovery plan
• Essentially answering the following question:

Discovery Plan Checklist



Discovery Plan Checklist

• Are there any issues that require a Meet & Confer?
• After deciding on type of evidence needed, you need to specify 

the form or “filetype” you’re going to receive it in after 
collection.

• Does collected data need further processing?
• Metadata extraction
• Hashing



Discovery Plan Checklist

• Does the collected data need further review?
• How do you intend to produce? Or is production even needed?
• How intend to use data?

• If intending to introduce in Court, you still have to meet 
fundamental evidentiary foundations of authenticity and 
relevance.



Authentication and Hashing

• How do you know that you have an exact forensically-
sound copy of the target device? 

• Hashing: 
• A cryptographic hash function is an algorithm that takes data and 

returns a hash value so that any accidental or intentional change 
to the data will (with very high probability) change the hash value. 

• The data to be encoded are often called the "message," and the 
hash value is sometimes called the message digest or simply 
digest.



Hash Example Comparison



One Pixel is Different





Practical Considerations

• Difficult to define an industry standard.
• Cost.
• Length of time necessary.
• Expiration of data/time elapsed since “incident”.
• BYOD.
• Explanation of technical terms to the Court. 



Really Deleting Mobile Device Data

• Perform a Factory Reset. 
• Wipes out the device’s existing encryption key, meaning that even 

if a file has survived, the phone will no longer be able to read it.
• Physically Destroy.
• Remotely Wipe.

• The importance of a Faraday Bag. 
• Use a phone with a Chinese chipset—generally difficult to 

extract due to poor build quality.



The Future? 



Contact Information

sschaffer@watermarklabs.com  

sschaffer@bladetechinc.com

@sschaffer

www.linkedin.com/in/scottschaffer314



Questions?


